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SECURm BOAR]} 



SUBJECT: Eatabllstament of a Special Coonlttee on Conpromlalng 
BnanatlonB ~(S^ 

It is requested tbat tte Inclosed memorandum be circulated 



to the members of USCSB for vote sheet action. 



FOR THE DIRECTCBt 




Colonel, USAF 

IKLrector, Operati<n»l Services 



Incl: 

Nemo for the MentoerSi USCSB, 
Subject as above, v/Ihcl. 
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N^: This eorrespondenee folflUs an agreeiaenti reached at 
tne USCSD meeting of 5 Oct 60, that HSA vomd diraft a charter 
for a Caunlttee under the USCIffi to act In matters InycAvlng 
the control of conpromlslng emanations. Coordinated In draft 
with Miss K. Ross, CSBC-Oh. 



Added H/R: Far 7 re' 

reached by Miss Rob 
for the conmittee 




J^MoQettr±cikfDOO~h/2k63/26 Oct 6o/pa^ 



OFS as a reeulj: 
Lt Col 




an agreement 
rms of xeference 



CHARD C. BURN, Lt Col/0PS/450l^8/5 Dec 6o/eJ 
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MEMCBARDW FOR THE MEMBBIS^ U. 3. CQtMJNllCATIQRS SECURITY BOARD 

SUBJECT: Establishment of a l^clal Casmiittee on Congproedslng 
fiaanatloQa (S)- 

C0M3EC: 11 -/3j SubJ: In^proving Security Against Ccnqpromlslng 
Radiations, dtd 3 October i960, proposed the establishment of a 
working group under USCSB to handle certain actions concerning the 
coiqprcHnlslng emanations (radiations) from COMSEC equipment. At 
the 10th meeting of the USCSB on 9 October i960, the subject was 
discussed and it waa tentatively agreed that there should be a 
canmlttee established under terms of reference aomewfaat broader 
than those proposed In COMSEC: 11 -/3. It was agreed that RSA 
should submit a draft of the expanded and detailed terms of 
reference for vote sheet action by the members. Such a draft Is 
attached. 



Vice Admiral, USE 
Director 



Ihcl: 

Draft of Directive Establishing 
the USCSB Special Comilttee on 
Compro m ising Bhanatlons 
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ITTimT ~ 26 October i960 

directive E8T&BLISHIHO THE USCSB SPECIAL COMOTTEE 
ON COMEBCMISIin EMANATIONS 

Pursuant to the provlslaas of Section 1 of the National Security Council 
Directive on Ccnnunlcatlons Security (NSC the United States 

Comaunlcatlons Security Board (DSCSB) hereby authorlaes and directs 
that: 

1 . There be established under the USCSB a Special Conwlttee on 
Coiqproinlalng Baanatlons (hereinafter referred to as the Comnlttee) vhlch 
Shall act In accordance with the provisions of this Directive. 

The Coanlttee shall be coiqposed of one voting megiber representing 
each of the foUovlng: The Secretary of State; The Secretary of Defense; 

The Secretary of the Treasury; The Director, Federal Bureau of Ihvestlgatlonj 
The Secretary of the Amy; The Secretary of the Navy; The Secretary of the 
Air Ibree; The Director of Central Intelligence; The Director of the 
National -Security Agency; and the Atoialc Energy Connlsslon. An alternate 

for each prjAClpal Canmlttee member shall be designated to act vlth 
plenary povers in the absence of the principal member. 

3. Other Departments, Agencies and organlaatlons (e.g., 9 Sw Joint 
C^efs of Staff) shall participate In the activities of the Conmlttee to 
the extent required by the Coanlttee In carrying out Its responsibilities. 

k. The Chairman of the Coanlttee »H1 be designated by the (Bialmui, 
USCSB. 

3. The Coanlttee Shall meet at the call of the Chalmoi, or at the 
request of any nesber, as ITequently as Is necessary to discharge the 
responsibilities established by this Directive. The Coanlttee 
determtne Its own procedures subject to tte provisions of - fcMw Directive. 



se^Kt 



DRAFT 



■SEOTEr ~ 

6 . Secretariat services shall he supplied h7 the USCSB staff. ^ 

7. It shi^l be the responsibility of the Committee to: 

a. Recomnend to the Director, NSA/ the' changes required in the 
radiation section (Section Vl) of the National OOMSEC plan In order to 
keep It current. 

b. Recomnend to appropriate departments and agencies the specific 
tasks required of them for the lm|d.ementatlon of >the radiation section of 
the National GOKSEC plan. 

c. Provide for a continuing exchange among the menibershlp of 
reports of radiation tests Including results obtained and corrective 
actions taken or contemplated. 

d. Recommend to the Secretary of Defense the technical standards 
of design, testing sad measurement, installation, use, and on site 
Inspection eis related to conpreDlslng radiations by cxyptogra]|^lc, 
conuunlcatlmis, and other equipments vhlch are In use or Intended for 

use by U. S. Govemment Depax'tments and Agencies In the processing of 
classified Information. (Such standards vculd be promulgated by the 
Secretary of Defense for application by all departments and agencies concerned 
vith the development and use of such equipment). 

e. Develop a radiation testing program for Implementation by 
appropriate departments and agencies, to (l) determine the vulnerabilities 
of all (cryptographic, communicationB, and other) equipments which are 

in use or intended for use by U. S. Govemmezxt departments and agencies In 
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the processing of classified Infarmation sad, (2) produce corrective 
measures or modifications hy which the egulpment can he made to meet 
established standards . 

f . Develop a program, for In^lementatlon by appropriate 
departments and agencies, designed to minimize the danger of compromising 
classified information throueih radiations from cryptographic, 
coDDunicatlons and other eguipments la use or intended for use in the 
processing of classified information, and monitor the progress of such 

a program. 

g. Recommend to the Secretary of Defense for promulgation as 
executive agent for GQHSEC the physical security guidance necessary 
to avoid the compromise of classified information by„ radiation from 
equipment used in the processing of such information. 

8. Decisions of the Committee and policies established pursuant 
to the provisions of this Directive, shall require majority agreement 
of the members. Any dissenting meiift>er shall have the right to appeal 
a decision or policy to which he takes exception, to the USCSB. 

9. A summary report of the Committee *s activities will be prepared 
for submission to USCSB on or about 1 December, euuatially, and in the 

'•MT. ■■ 

interim the Committee shall submit to the USCSB any reports or 
recommendations respecting policy matters falling within the scope of 
this Directive which may require consideration by the Board. 
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